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Introduction

The SPLK-1001 Splunk Core Certified User certification is designed to validate a learner’s foundational ability to
work with data in Splunk from an end-user perspective. It represents practical understanding of how to search,
interpret, organize, and present machine data within the platform. In modern IT, security, and operations
environments, this certification is relevant because effective use of observability and log data depends not only
on access to information, but also on the ability to query it clearly, extract meaning from it, and turn it into useful
operational insight.

About This Training / Certification

This certification assesses foundational competencies in using Splunk for everyday data investigation and
reporting tasks. It is positioned at the entry level and focuses on the core skills needed to interact confidently with
indexed data, build searches, work with fields, and create basic reporting outputs. Rather than emphasizing
advanced administration or engineering responsibilities, it fits early in a broader Splunk learning journey by
establishing the concepts and habits that support later work in analytics, monitoring, security operations, and
more advanced Splunk use cases.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

One key area is Splunk Basics, which includes understanding the general purpose of the platform, the structure
of the user interface, and how users interact with available data. Candidates are expected to understand how
Splunk presents events, search results, and time-based information, as well as how the platform supports
investigation and analysis workflows.

A second area is Basic Searching. This involves understanding how to run simple searches against indexed data,
refine results, and narrow the scope of investigation. Learners should be comfortable thinking in terms of search
intent: identifying what data they need, how to locate it, and how to adjust a query so that the results are more
relevant and easier to interpret.

Another important area is Using Fields in Searches. Fields are central to how Splunk organizes and filters
information, so candidates should understand how fields help describe event data and support structured
analysis. This includes recognizing the role of default and extracted fields, using fields to filter and compare
results, and understanding how field-based exploration improves precision during searches.

Search Language Fundamentals forms a core conceptual domain of the certification. Candidates are expected to
understand the logic of Splunk’s search language, including how searches are built progressively from raw event
retrieval toward more focused analysis. The emphasis is on understanding search structure, command flow, and

how different parts of a query contribute to the final result set.

The blueprint also includes Using Basic Transforming Commands. This area focuses on how raw search results
can be converted into summarized or reorganized views that support interpretation. Candidates should
understand the purpose of transforming commands in turning event-level data into tables, counts, grouped
summaries, and other analytical forms that make patterns easier to identify.

Creating Reports and Dashboards is another major area. Here, the expected understanding centers on how
searches can be saved, reused, and presented visually for recurring operational needs. Candidates should
understand the relationship between a search, a report, and a dashboard panel, and how these outputs help
communicate findings to different audiences in a clear and repeatable way.

Creating and Using Lookups introduces the idea of enriching or contextualizing data. Learners are expected to

understand how lookup-based reference data can support interpretation by adding meaning, labels, categories,
or business context to events and search results. Conceptually, this area is about connecting machine data with
external reference information to make analysis more useful.

The final area is Creating Scheduled Reports and Alerts. This domain focuses on moving from manual
investigation to recurring visibility and proactive awareness. Candidates should understand how saved searches
can be used to generate regular reports or trigger alerts based on defined conditions. The conceptual goal is to
recognize how Splunk supports ongoing monitoring workflows, not just one-time searching.
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Detailed Knowledge Explanation

SPLK-1001 Splunk Basics

The Splunk platform serves as a critical strategic asset for modern organizations by converting the vast, often
overwhelming streams of machine-generated data into meaningful, actionable insights. Mastering the underlying
architecture of Splunk is not merely a technical requirement for certification but a foundational necessity for
maintaining robust operational visibility and a proactive security posture. Professionals must understand how
data flows from its source to a searchable index to leverage the platform for detecting anomalies, monitoring
performance, and driving business intelligence.

1. Introduction to Splunk

Splunk is a versatile software platform designed to collect, index, and analyze machine data from various
sources, including applications, servers, and network devices. Its primary purpose is to simplify log analysis,
moving away from manual file inspections toward a centralized, searchable environment. In IT Operations,
Splunk tracks system uptime and resource consumption. In the realm of Security Information and Event
Management (SIEM), it identifies unauthorized access and potential breaches. For Business Intelligence, it
reveals patterns in customer behavior. To illustrate its utility, consider an online store where Splunk can
simultaneously detect a spike in website errors, identify peak sales hours, and monitor server health to prevent a
catastrophic crash during high-traffic periods.

2. Core Components of Splunk

The functionality of Splunk relies on the synergy between four core components. Understanding these roles is a
high-yield concept for the certification exam, as it explains the distribution of labor within the platform.

2.1 The Indexer

The Indexer is the engine of data storage. It is responsible for transforming raw data into searchable events and
storing them in categorized storage areas called indexes. When a user runs a search, the Indexer retrieves the
relevant data from these structured repositories.

2.2 The Search Head

The Search Head provides the user interface where queries are executed and visualized. It acts as the primary
point of interaction, processing search requests and directing the Indexers to find matching data. It then
aggregates the results for the user in the form of text, charts, or dashboards.

2.3 The Forwarder

Forwarders act as the collection agents positioned at the data source. The Universal Forwarder is a lightweight
tool that sends data without processing it, making it the primary ingestion tool in enterprise environments due to
its low resource footprint. Conversely, the Heavy Forwarder can preprocess, filter, or modify data before it
reaches the Indexer, though it is used less frequently due to its higher resource demands.
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2.4 The Deployment Server

The Deployment Server centralizes configuration management across the entire Splunk environment. It ensures
that all Forwarders, Search Heads, and Indexers follow consistent rules and configurations, which is essential for
maintaining architectural efficiency in large-scale distributed systems.

3. Data Lifecycle in Splunk

Data moves through four distinct stages within the Splunk lifecycle: Input, Parsing, Indexing, and Searching.
During the Input stage, data is collected from sources like log files, APIs, or the HTTP Event Collector (HEC). In
the Parsing stage, Splunk breaks the raw data into individual events, assigning timestamps and metadata such
as host and source. The Indexing stage involves compressing and storing these parsed events so they can be
retrieved rapidly. Finally, the Searching and Reporting stage allows users to use Search Processing Language
(SPL) to query the stored data and create visualizations.

4. Types of Splunk Deployment

Splunk environments are categorized as either single-instance or distributed deployments. A single-instance
deployment houses all components on one server, making it ideal for learning, testing, or small-scale monitoring.
Conversely, a distributed deployment separates components across multiple servers to handle higher data
volumes. Distributed environments utilize Indexer and Search Head clusters to ensure high availability and
redundancy. This architecture is necessary for enterprise organizations processing terabytes of data daily that
require a failover-safe system.

5. Licensing and User Interface Essentials

Splunk licensing is determined by daily data ingestion volume. The Enterprise license offers full functionality,
while the Free license is restricted to 500MB per day and lacks advanced features like authentication. A critical
administrative rule for the exam is the "Warning State" mechanic: if an organization exceeds its daily indexing
limit three or more times within a rolling 30-day period, the platform will lock search capabilities until the violation
is addressed. Users interact with the platform through the default Search & Reporting app on Ul port 8000.
Indexed data resides in the critical default path of SSPLUNK_HOME /var/1ib/splunk.

This structural foundation of components and data flow provides the necessary context for executing precise
search queries to extract value from the index.

6. Splunk Basics Practice Question

Q1: What is the primary role of the Indexer in a Splunk deployment?
A. To store and organize searchable data from incoming sources

B. To forward raw data to other components

C. To allow users to create dashboards and reports

D. To manage configuration settings across Splunk instances

Q2: Which of the following best describes the Search Head in a Splunk environment?
A. A component that stores data and builds indexes
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B. A tool used to monitor system performance

C. A forwarder that transmits data to external servers
D. A user interface for querying and visualizing data

Q3: What type of Splunk Forwarder is typically used in enterprise environments due to its lightweight nature?
A. Heavy Forwarder

B. Indexer Forwarder

C. Event Collector

D. Universal Forwarder

Q4: Which Splunk component is responsible for managing configurations across multiple Splunk instances?
A. Forwarder

B. Deployment Server

C. Search Head

D. Indexer

Q5: During the data lifecycle in Splunk, which phase involves assigning timestamps and extracting metadata from
raw input?

A. Searching

B. Visualizing

C. Parsing

D. Indexing

Q6: What is one disadvantage of a single-instance Splunk deployment?
A. Itis not scalable for high data volumes

B. It does not support any indexing capabilities

C. It requires complex setup and advanced licensing

D. Cannot visualize data or create dashboards

Q7: What is the default data indexing path in a Splunk installation?
A. /opt/splunk/data/index

B. $SPLUNK_HOME/var/lib/splunk

C. $SPLUNK_HOME/bin/index

D. /etc/splunk/indexes

Q8: Which method allows real-time data ingestion via APl in Splunk?
A. Scheduled Report

B. Manual Upload

C. Deployment Server

D. HTTP Event Collector (HEC)

Q9: What happens when a Splunk Free license user exceeds the daily indexing limit of 500MB?
A. All data is deleted after indexing

B. A warning is issued, and features may be restricted if repeatedly exceeded

C. The license is automatically upgraded to Enterprise

D. The system permanently shuts down
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Q10: In Splunk’s library analogy, which component is responsible for collecting the “books” from publishers and
delivering them to the library?

A. Indexer

B. Deployment Server

C. Search Head

D. Forwarder

SPLK-1001 Basic Searching

The Search Processing Language (SPL) is the specialized engine that allows users to distill massive,
unstructured datasets into specific, high-value answers. In high-volume environments, search optimization is vital
for resource management, as inefficient queries place unnecessary strain on Indexers. Mastering SPL enables
users to transform raw logs into the sophisticated alerts and reports that drive organizational decision-making.

1. Introduction to Searches

In the Splunk ecosystem, a search is a question asked of the indexed data. These are categorized into three
types. Ad-hoc searches are one-time, manual queries used for immediate troubleshooting. Saved searches are
queries preserved for frequent reuse, forming the basis for reports and dashboards. Scheduled searches run
automatically at defined intervals, such as a daily routine to count errors and email results to a technical team.
Each type serves a strategic purpose in transitioning from reactive searching to automated monitoring.

2. Writing a Basic Search

Writing a search begins with keyword entry or Boolean operators. The operators AND, OR, and NOT must be
capitalized to function correctly. An essential exam concept is understanding default behaviors: if no specific
index is defined, Splunk defaults to searching the "main" index. Similarly, if no time range is selected in the Ul,
the system automatically searches the data from the Last 24 hours. These defaults ensure that even a simple
keyword search returns immediate, relevant results.

3. Using Time Range Picker and Search Assistant

The Time Range Picker is essential for performance, offering predefined options and relative ranges such as -1d
for the last day and -30m for the last 30 minutes. Supporting the user is the Search Assistant, which provides
three core features: Auto-completion of SPL commands, Error Identification by highlighting syntax mistakes, and
Inline Documentation links to help users learn command usage directly from the search bar. These features help
users maintain accuracy while writing complex queries.

4. Enhancing Search Efficiency

Optimization is key to reducing the processing load on the Indexer. Users should always specify the relevant
index at the start of a query to prevent scanning all available data. Further efficiency is gained by filtering as early
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as possible in the search pipeline and using the fields command to limit results to only necessary attributes.
Excluding irrelevant data using the NOT operator further streamlines the process, ensuring the system only
processes data that contributes to the final answer.

5. Viewing Search Results

Search results are presented by default in a table format where rows represent individual events. To gain deeper
insights, these can be transformed into visual formats such as Bar charts for frequency, Line graphs for trends, or
Pie charts for proportions. Data can be exported in CSV, JSON, or XML formats for external use. However, a
significant exam-relevant detail is that these exports only contain raw tabular data and do not include the
visualizations themselves.

Refining these searches for even greater precision requires an understanding of how fields function as the
primary mechanism for data discovery.

6. Basic Searching Practice Question
Q1: What does the following search return in Splunk?
error

A. All events in all indexes that contain the word "error" in raw data within the default time range
B. All events tagged as errors by the admin

C. Only events from the last 60 minutes containing the word "error"

D. Events containing both the word "error" and the word "critical"

Q2: Which of the following is a correct example of using Boolean operators in a Splunk search?
A.error && warning

B.error THEN warning

C.error XOR warning

D.error OR warning

Q3: What is the default time range used when you do not specify a time in the search?
A. Last 60 minutes

B. All time

C. Last 24 hours

D. Last 12 hours

Q4: What is the benefit of using the fields command in a Splunk search?
A. It improves search speed by filtering output fields

B. It creates a new index with only the listed fields

C. It runs saved searches on multiple indexes

D. It performs calculations on numeric fields

Q5: Which of the following searches narrows results to a specific file and word?
A. index=error source:logfile.log
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B. source="/var/log/messages"” error
C.file="/var/log/error.log" contains error
D. index=main AND error.log

Q6: In the search index=main error NOT debug, whatis the purpose of NOT debug?
A. It highlights "debug" events

B. It adds debug events to the results

C. It excludes events containing the word "debug"

D. It searches only for debug events that also contain "error"

Q7: Which time modifier would return events from the last 60 minutes?
A.earliest=-24h latest=-1h

B. earliest=now latest=-1h

C.earliest=0 latest=1h

D. earliest=-1h latest=now

Q8: What type of search is most appropriate for one-time troubleshooting or investigation?
A. Indexing Search

B. Saved Search

C. Ad-hoc Search

D. Scheduled Search

Q9: Why is it recommended to specify an index when writing searches?
A. It enables data deletion from the index

B. It improves search performance by limiting scope

C. It allows retrieval of historical events only

D. It allows bypassing authentication

Q10: Which output format is best if you want to use search results in a spreadsheet application like Excel?
A. TXT

B. JSON

C. XML

D. CSV

SPLK-1001 Using Fields in Searches

Fields are the key-value pairs that provide structure to otherwise unstructured machine data, acting as the

primary attributes for granular analysis. They allow a search to move beyond simple keyword matching to focus

on specific characteristics like a username or a status code. By organizing data into these attributes, Splunk
enables users to perform sophisticated data discovery across diverse log sources.
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1. Understanding Fields

Every Splunk event includes default fields assigned automatically during ingestion: _time, host, source, and
sourcetype. Custom fields can also be extracted to capture specific data points. These fields function as columns
in a database, where the "key" is the attribute name and the "value" is the specific data found in the event. This
structure is what makes the data searchable, reportable, and ready for visualization.

2. Field Discovery

The Splunk interface facilitates discovery through the "Interesting Fields" panel. A field is categorized as
"Interesting" when it appears in at least 20% of the events in the search results. Users can interact with this panel
to see the most frequent values and click them to automatically add field=value filters to their query. This enables
a rapid, interactive drill-down into the dataset without the need to write new SPL code.

3. Field Commands

Several commands manage fields within a search. The fields command includes or excludes attributes to
improve performance. The rename command provides an alias to make reports more readable. The eval
command allows for the creation of new fields based on calculations; however, a critical teaching point is the
temporary nature of eval-created fields. They exist only for the duration of the specific search job and do not
persist in the index or in future searches.

4. Extracting Fields Manually

When automatic extraction fails, users can extract fields manually. The rex command uses regular expressions to
capture values from raw data during a search. For an interactive experience, the Field Extractor GUI allows users
to highlight text to generate extraction rules. Once saved, these manual extractions become Knowledge Objects,
which are reusable components that enhance the platform's ability to interpret data consistently across multiple
searches.

The logic of how these fields are manipulated is governed by the specific syntax rules of the Search Processing
Language.

5. Using Fields in Searches Practice Question

Q1: Which of the following is a default field automatically added to all events in Splunk?
A. username

B. status_code

C.duration

D. _time

Q2: What is the purpose of the fields command in Splunk?

A. To create new fields based on logic

B. To specify which fields to include or exclude from search results
C. To rename field values across indexes

D. To extract fields from raw event data
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Q3: Which of the following commands is used to assign a new name to a field in the search results?
A. rename

B.alias

C.eval

D. fields

Q4: What does the following SPL command do?
index=main | eval error_level=if(severity>=3, "high", "low")

A. Creates a new field error_level with values based on severity
B. Creates a new field called severity_level

C. Filters results to only show severity 3 events

D. Replaces the value of severity with "high" or "low"

Q5: Which command would you use to extract a custom field from the raw data using regular expressions?
A. eval

B. rename
C. rex
D. lookup

Q6: What feature in Splunk Ul shows the frequency and availability of fields in your search results?
A. Field Audit window

B. Field Inspector

C. Interesting Fields panel

D. Field Tracker

Q7: Which of the following describes a benefit of using the Field Extractor GUI instead of the rex command?
A. It allows editing of existing indexed fields

B. It automates knowledge object creation without requiring regex knowledge
C. It runs extractions faster at index time
D. It allows use of advanced regex templates

Q8: Which SPL command below displays only the fields host, source, and sourcetype in the results?
A. index=main | fields host, source, sourcetype

B. index=main | show host, source, sourcetype

C. index=main | select host, source, sourcetype

D. index=main | include host, source, sourcetype

QQ9: If a field is renamed in a search using the rename command, which field name should you use in
downstream commands?

A. The renamed field name

B. Both names are required

C. You must re-define the field

D. The original name only
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Q10: Given the log line:
user=bob status=success

Which rex command would extract the username into a field called username?
A.rex field=_raw "status=(?<username>\w+)"

B. rex "username=(?<user>\w+)"

C.rex field=_raw "user:(?<username>.*)"

D. rex field=_raw "user=(?<username>\w+)"

SPLK-1001 Search Language Fundamentals

The Search Processing Language is built on a logical structure where the piping mechanism allows data to be
transformed in a modular, step-by-step fashion. Each pipe passes the results of the previous command to the
next, creating a clear path from raw data to a final summary. This sequential processing is the core of how Splunk
handles complex data transformations.

1. Structure of SPL Queries

An SPL query is composed of search criteria, commands, and pipes. A fundamental rule is that every search
must begin with a single primary search clause that defines the initial dataset. Chaining multiple primary search
clauses is invalid. Following this initial clause, various commands are added and separated by the pipe character.
Each pipe acts as a transition point where data is filtered or formatted for the next command in the sequence.

2. Common SPL Operators

Precise searching requires comparison operators (=, !=, <, >) combined with logical operators (AND, OR, NOT).
Because the order of evaluation matters, parentheses are essential for logical grouping. Without parentheses, a
search for an error with multiple status codes, such as error AND status=500 OR status=503, might return events
with status 503 that do not contain the word error. Parentheses ensure Boolean expressions are evaluated as
intended to prevent logical ambiguity.

3. Statistical Functions

Splunk provides functions for summarizing data. The count function tallies events, while avg and sum handle
numeric calculations. Two specialized functions are values() and dc(). The values() function returns a list of
unique entries for a field, providing a view of distinct categories, while dc(), or distinct count, returns the numerical
count of those unique entries. For the exam, remember that values() provides the list, while dc() provides the
integer count.

4. Formatting and Sorting Data



AAAdemy | https://www.aaademy.com

The table and sort commands organize the final output. The table command creates a column-based view of
specific fields. A common misconception for students is that the table command inherently organizes data;
however, table is for display only and does not sort or deduplicate results. To achieve an ordered list, a user must
explicitly use the sort command before the table command in the search pipeline.

These foundational commands lead directly into the category of transforming commands used for deeper data
aggregation.

5. Search Language Fundamentals Practice Question

Q1: What is the purpose of the pipe (|) symbol in an SPL query?
A. It sends the output of one command as input to the next

B. It ends the search query

C. It separates search terms from the time range

D. It comments out part of a search

Q2: Which operator is used to retrieve events where a numeric field is greater than or equal to a value?
A =>

B.
C.>=
D.

Q3: What does this SPL command do?
index=main error | stats count by host

A. Finds only failed login attempts for a user

B. Filters out errors with zero count

C. Groups events by user and lists IP addresses

D. Counts how many events contain the word "error" for each host

Q4: What is the result of the following SPL command?
index=main | stats avg(response_time) by host | sort -avg(response_time)

A. Sorts hosts in ascending order by response time

B. Shows hosts sorted by highest average response time
C. Returns events from hosts with no response_time field
D. Returns the lowest average response time per host

Q5: What does the table command do in an SPL query?
A. Sorts events by time

B. Converts fields to numeric format

C. Displays results in tabular format with selected fields
D. Filters out null values
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Q6: Which SPL query uses a wildcard correctly to match values in a field?
A. index=*log* error

B. index=main sourcetype==*access*

C. index=main | search sourcetype=*access*

D. index=main *error*

Q7: What is the purpose of using parentheses in SPL logical expressions?
A. To control operator precedence in complex conditions

B. To group events by timestamp

C. To create multiline comments

D. To mask out field values

Q8: What does the dc (fieldname) function return in SPL?
A. The total duration of events

B. A duplicate count of all values

C. The default category for events

D. The distinct count of unique values for a field

Q9: What is the correct way to sort results by a numeric field in ascending order?
A.sort fieldname asc

B. sort +fieldname

C.order fieldname

D. rank fieldname ASC

Q10: Which of the following SPL queries returns a table of host and the count of HTTP errors (status_code >=
400), sorted in descending order?

A. index=main | stats count by status_code | sort count desc

B. index=main status_code>=400 | stats count | table host, count

C. index=main status_code>=400 | table host, count | stats count by host

D. index=main status_code>=400 | stats count by host | sort -count | table host,
count

SPLK-1001 Using Basic Transforming Commands

Transforming commands represent a shift in the search pipeline, moving the focus from individual event results to
aggregation-based summaries. These commands restructure data into a format suitable for tables and
visualizations. By aggregating data, these tools allow users to see the "big picture" of their machine data rather
than just the individual log entries.

1. Introduction to Transforming Commands
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When a transforming command is used, it initiates a new context within the search pipeline. The output is no
longer a list of events but a structured, tabular set of data. This transformation is necessary for any search
intended for a dashboard or visual report, as it provides the numerical and categorical structure that charts and
graphs require to display information accurately.

2. Common Transforming Commands

The most frequently used transforming commands include stats, top, rare, chart, and timechart. The stats
command performs calculations in a row-wise aggregation format. The top and rare commands identify the most
and least frequent values in a field, automatically generating both a count and a percentage field. The chart
command is optimized for columnar formats used in bar or pie charts, while timechart is specifically designed for
time-series trends, automatically grouping data into time intervals.

3. Combining Transforming Commands

A significant limitation in SPL is that only one transforming command is allowed per search pipeline. Attempting
to chain commands like stats and chart together directly will result in a failure. To work around this, users must
separate the logic into different dashboard panels or saved searches. When using these commands, it is also a
best practice to use aliases with the "as" keyword to ensure output fields have readable, user-friendly names.

The summaries created by these transformations are eventually preserved and shared through reports and
dashboards.

4. Using Basic Transforming Commands Practice Question

Q1: What does the stats count by host command do in Splunk?
A. It filters out events where host is null

B. It displays a list of unique hostnames only

C. It counts the number of events for each host

D. It returns the average event size per host

Q2: Which command provides a list of the most frequently occurring values in a specific field?
A. top

B. chart

C. table

D. stats

Q3: What does the table command do in a Splunk search?
A. It removes duplicate field values

B. It performs statistical aggregation

C. It creates a pivot table from raw data

D. It formats specified fields into a tabular view

Q4: Which transforming command is specifically optimized for time-based data?
A. stats



AAAdemy | https://www.aaademy.com
B. table

C.rare
D. timechart

Q5: What is the output of the following search?

index=main | stats avg(duration) as avg_duration by host

A. A table showing each event and its duration
B. The average duration for each host
C. A summary of durations by event ID
D. The count of events with the same duration

Q6: What does the rare command do?

A. Lists the least common values in a given field

B. Finds fields that are null or missing

C. Displays only unique values in a field

D. Filters events where the field value occurs less than 10 times

Q7: Which of the following best describes the difference between chart and stats?
A. chart produces columnar outputs, while stats creates row-wise aggregation

B. chart creates heatmaps, while stats doesn't

C. chart removes duplicate fields automatically

D. chart is only for numeric values, stats is not

Q8: What is the role of the fields command in Splunk?
A. It calculates the maximum and minimum values

B. It deduplicates repeated field values

C. It transforms numeric values into strings

D. It includes or excludes specific fields in the results

Q9: Which command would produce the following output?
host count percent

serverl 50  50%

server2 30 30%

server3 20 20%

A. rare host

B. chart count(host)
C. top host

D. stats count by host
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Q10: What does the following search do?
index=main | stats count by host | sort -count | table host, count

A. It counts total events across all hosts

B. It shows a sorted table of host and event counts
C. It shows a line chart of event frequency

D. It lists hosts by ascending event count

SPLK-1001 Creating Reports and Dashboards

The strategic value of data lies in its persistence and accessibility. By saving searches as reports and
dashboards, technical users can democratize data access, allowing stakeholders to monitor key metrics without
needing to understand underlying SPL. This persistence ensures that critical insights are always available for
review.

1. Reports

A report is a saved search that becomes a Knowledge Object. Once saved, it can be shared or scheduled. While
reports can include visualizations in the Splunk Ul, exporting a report to CSV or JSON will only include the
tabular data and will exclude any charts. Scheduling a report is dependent on proper sharing permissions; if a
report is set to "Private," the scheduled tasks may fail to execute.

2. Dashboards

Dashboards are collections of panels providing real-time, interactive views of data. They are made dynamic
through the use of tokens, which act as variables passing values between inputs and panels. A critical limitation
for the exam is that tokens cannot be used in free-text or raw keyword matching. Interactivity is further enhanced
by drilldowns, allowing users to click a visualization to pass a token value to another search or dashboard. Best
practices include keeping layouts simple and limiting the time range of underlying queries.

While reports and dashboards summarize indexed data, lookups provide the means to enrich that data with
external information.

3. Creating Reports and Dashboards Practice Question

Q1: What is a key benefit of saving a search as a report in Splunk?
A. It improves query indexing speed

B. It encrypts the data for compliance

C. It allows reuse and scheduling of the search

D. It automatically assigns alerts
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Q2: Which of the following file formats can be used to export Splunk report data?
A. DOCX

B. CSV

C. PNG

D. PPT

Q3: What happens when you schedule a report without proper permissions?
A. The report will be visible but not editable

B. The scheduled action may fail or not run

C. Splunk automatically creates a private dashboard

D. A warning email is sent to all users

Q4: What is the primary difference between a report and a dashboard in Splunk?
A. Dashboards are only used for exporting data

B. Reports support multiple queries, dashboards do not

C. Reports are static, dashboards are interactive

D. Dashboards cannot include visualizations

Q5: How can a user make a dashboard panel dynamic using dropdown inputs?
A. By using tokens like Sfieldname$ in the SPL query

B. By inserting a panel_filter command

C. By adding a panel token in the search title

D. By applying regex to the panel description

Q6: Which of the following is true about dashboard drilldowns in Splunk?
A. They allow navigation to new dashboards or searches

B. They only work with table visualizations

C. They automatically apply to all panels

D. They can’t be edited once saved

Q7: When sharing a report externally, what should you be cautious of?
A. Field duplication in output

B. The color scheme of the visualization

C. The number of saved alerts

D. Exposure of sensitive data in the exported file

Q8: Which of the following is not a supported Splunk dashboard input type?
A. Dropdown

B. Date picker

C. Text box

D. Image upload

Q9: In dashboard design, what is the benefit of using the drag-and-drop editor?
A. It visually arranges and resizes panels

B. It changes SPL syntax to improve speed

C. It automatically deletes invalid panels

D. It forces token validation
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Q10: What is a typical use case for adding a token to a dashboard search query?
A. To define the default panel layout

B. To dynamically change the query based on user input

C. To format dates in a table

D. To set the timezone of exported reports

SPLK-1001 Creating and Using Lookups

Data enrichment is achieved through lookups, which allow Splunk to correlate indexed events with external
reference data. This adds context to raw logs, such as mapping an IP address to a location or a product ID to a
name. By integrating external data, lookups make analysis more intuitive and comprehensive.

1. What is a Lookup?

Lookups utilize external datasets stored as either CSV files or KV Stores. CSV lookups are static files suited for
simple reference data. In contrast, the KV Store is a NoSQL-style key-value store that is scalable and can be
updated directly via SPL commands, making it ideal for dynamic data. Both formats allow users to add
descriptive labels and standardize fields across different sources.

2. Steps to Configure and Apply a Lookup

The process involves uploading the file, defining the lookup in settings, and applying it in a search. It is vital to
distinguish between the lookup command, which enriches events, and the inputlookup command, which is used
to view the contents of a lookup table without event context. To prevent overwriting, the OUTPUTNEW option
adds fields only if they do not already exist, whereas the OUTPUT option will overwrite existing data.

3. Troubleshooting and Constraints

Lookup operations are strictly limited to exact matches; they do not support partial matches, wildcards, or regular
expressions. If a lookup fails, common causes include field name mismatches or case sensitivity issues. While
field names in SPL are always case-sensitive, case sensitivity for data values within a lookup must be explicitly
configured in the lookup definition.

Enrichment and analysis lead to the final stage of proactive management: automated reporting and alerting.

4. Creating and Using Lookups Practice Question

Q1: What is the purpose of a lookup in Splunk?
A. To enrich events with external data

B. To change the source type of an event

C. To filter out irrelevant logs

D. To automatically index all new events
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Q2: Which command allows you to preview the contents of a lookup table directly?
A. table

B. fields
C. inputlookup
D. lookup

Q3: What happens when you use OUTPUT in a lookup and the target field already exists in the event?
A. A duplicate field is created

B. The event is skipped

C. The lookup result is ignored

D. The existing value is overwritten

Q4: Where do you configure automatic lookups in Splunk Web?
A. Settings > Searches > Saved Lookups

B. Settings > Indexes > Lookup Rules

C. Settings > Alerts > Field Extractions

D. Settings > Lookups > Automatic Lookups

Q5: Which of the following formats is NOT supported as a lookup source in Splunk?
A. JSON Array

B. CSV File

C. External CSV Upload

D. KV Store Collection

Q6: What is a key difference between lookup and inputlookup?
A. inputlookup modifies indexed data

B. inputlookup is faster than lookup

C. lookup enriches events, inputlookup does not

D. lookup cannot reference CSV files

Q7: Which of the following issues may prevent a lookup from working correctly?
A. The lookup definition has a short name

B. The field names do not match exactly

C. The lookup table contains numeric values

D. The lookup file is in UTF-8 format

Q8: What is a characteristic of OUTPUTNEW in a lookup command?
A. It deletes existing fields

B. It writes to a field only if it doesn't already exist

C. It only outputs fields that already exist

D. It creates a backup of the original field

Q9: Which lookup method supports write operations from searches using SPL?
A. KV Store Lookup
B. Field Extraction Lookup
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C. CSV Lookup
D. JSON Lookup

Q10: In a lookup configuration, what is the effect of enabling case-sensitive field matching?
A. Field values must be numeric only

B. Only fields with matching case values will be joined

C. Lookup values will ignore case during matching

D. All values will be converted to lowercase

SPLK-1001 Creating Scheduled Reports and Alerts

Moving from reactive searching to proactive monitoring requires scheduled reports and alerts. These tools ensure
that critical conditions are identified and addressed immediately without manual intervention. By automating
these processes, organizations maintain continuous oversight of their environments.

1. Scheduled Reports

Scheduled reports automate the delivery of data summaries. They can be configured to run daily or weekly, with
results sent via email as PDF or CSV attachments. Successful scheduling depends on proper permissions; if a
report is private, the scheduled task may fail to execute. This automation is vital for delivering regular
performance summaries to management teams.

2. Alerts

Alerts notify users when specific thresholds are met. Real-time alerts trigger the moment a condition is satisfied,
while scheduled alerts check conditions at specific intervals. When an alert triggers, it can perform actions such

as sending an email, running a script, or creating a ticket in systems like Jira. These triggers allow for immediate
responses to critical issues.

3. Throttle and Severity

To manage notification volume, Splunk uses throttling, or alert suppression. Throttling limits how often an alert
fires by introducing a suppression window after the initial trigger. For example, a 60-minute suppression window
on a CPU alert prevents the inbox from being flooded if the CPU remains high. Alerts are also assigned severity
levels—Info, Warning, or Critical—to help teams prioritize their response based on urgency.

4. Comparison of Scheduled Reports and Alerts

Scheduled reports and alerts serve distinct purposes in a Splunk environment. Scheduled reports are designed to
deliver regular data summaries at fixed intervals, such as daily or weekly, and are primarily triggered by time
ranges. Their main actions are limited to emailing summaries or saving results for review. In contrast, alerts are
focused on proactive notification and are triggered by specific data thresholds or conditions. Beyond email, alerts
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support complex actions like script execution and ticketing integration to facilitate immediate incident response.
Both tools require properly shared permissions to ensure reliable system execution and delivery.

5. Creating Scheduled Reports and Alerts Practice Question

Q1: What is the primary purpose of scheduling a report in Splunk?
A. To delete indexed data after each search

B. To store raw event data in external databases

C. To trigger alerts for critical system failures

D. To automate regular report execution and delivery

Q2: Which of the following is NOT a valid delivery option for a scheduled report?
A. Run a script

B. Save as PDF file

C. Email as CSV attachment

D. Display as inline HTML

Q3: In the context of alerts, what does throttling help prevent?
A. Alerts firing repeatedly in a short time

B. Reports being triggered twice

C. Events being dropped from indexing

D. Dashboards loading slowly

Q4: Which of the following statements about scheduled alerts is TRUE?
A. They require token-based authentication

B. They are evaluated only once after creation

C. They run continuously without intervals

D. They check conditions at defined intervals

Q5: What is the main difference between a scheduled report and a scheduled alert?
A. Reports must be triggered manually

B. Reports cannot be scheduled

C. Alerts trigger based on conditions; reports run on time

D. Alerts cannot be emailed

Q6: Which of the following is a valid trigger action for an alert in Splunk?
A. Run a script

B. Highlight the alert in yellow

C. Reindex the event

D. Export to Excel

Q7: When creating an alert, what is the purpose of setting severity levels?
A. To change the source type of the result

B. To indicate the criticality of the alert

C. To adjust the scheduling frequency

D. To define which dashboards display the alert
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Q8: Which option is used to temporarily disable an alert without deleting it?
A. Remove its permissions

B. Move the alert to trash

C. Disable the alert from the Alerts menu

D. Archive it

Q9: What condition would trigger the following search-based alert?
index=auth_logs status=failed | stats count by user | where count > 5

A. When login events are less than 5

B. When exactly 5 users are in the system

C. When any user logs in successfully 5 times
D. When any user has more than 5 failed logins

Q10: What happens if a user lacks permissions to view a scheduled report?
A. The report will not be generated

B. The report runs but the user cannot access the results

C. The user will be shown raw SPL only

D. The report automatically shares with all roles

Learning Path & Study Advice

A strong preparation path begins with the basic purpose and structure of Splunk, especially how data appears in
the interface and how users move between searching, reviewing results, and saving outputs. Once that
foundation is clear, candidates should spend time practicing simple searches until search behavior feels
predictable. From there, study should move into fields and search language fundamentals, since these topics
shape how effectively a learner can refine queries and interpret results. After the basics are stable, it becomes
more useful to explore transforming commands, reporting, dashboards, lookups, and scheduled outputs as
connected layers of practical usage rather than isolated features.

Study is most effective when it focuses on understanding why a feature exists and what problem it solves.
Candidates should aim to connect each topic to a realistic workflow: locating data, narrowing results, structuring
information, enriching context, and presenting or automating outcomes. Practical repetition is valuable, but it
should be guided by concept clarity. A learner who understands how searches evolve from raw events to usable

summaries will be better prepared than one who only memorizes commands without understanding their
purpose.
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Who This PDF Is For

This PDF is intended for learners preparing for the SPLK-1001 Splunk Core Certified User certification and for
readers who want a structured understanding of the knowledge areas associated with foundational Splunk usage.
It is well suited to junior IT professionals, support personnel, SOC trainees, operations staff, and anyone
beginning to work with machine data in a search-driven platform. It is also useful for individuals with limited prior
Splunk experience who want a clear conceptual map of the certification scope before moving on to deeper
hands-on practice or more advanced study.

Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

Splunk SPLK-1001 Splunk Core Certified User Certification Training Course - AAAdemy

Online Flashcards (Quizlet):

https://quizlet.com/user/AAAdemy/folders/splk-1001-splunk-core-certified-user?i=6zfabt&x=1xqt

Attachment : Answers by Knowledge Point

Splunk Basics Practice Question

A1: Answer: A

Explanation: The Indexer’s primary role is to store incoming data and organize it into indexes, making it
searchable. It converts raw data into structured events and enables fast retrieval when queries are executed.

A2: Answer: D
Explanation: The Search Head is the component through which users interact with Splunk. It processes search
queries and displays results in textual and visual formats, such as tables or charts.

A3: Answer: D
Explanation: The Universal Forwarder is commonly used in enterprise environments because it is lightweight and
efficient. It collects and forwards data without performing heavy processing.


https://www.aaademy.com/Splunk-Fundamentals/SPLK-1001.html
https://quizlet.com/user/AAAdemy/folders/splk-1001-splunk-core-certified-user?i=6zfa5t&x=1xqt
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A4: Answer: B

Explanation: The Deployment Server centrally manages and distributes configuration updates to Forwarders,
Indexers, and Search Heads in larger Splunk environments.

A5: Answer: C
Explanation: Parsing is the phase where Splunk breaks raw data into events, assigns timestamps, and adds
metadata such as host, source, and sourcetype.

A6: Answer: A
Explanation: Single-instance deployments are limited in scalability and are best suited for small environments or
testing. They cannot handle large volumes of data efficiently.

A7: Answer: B
Explanation: The default location where Splunk stores indexed data is SSPLUNK_HOME /var/1lib/splunk.

A8: Answer: D
Explanation: The HTTP Event Collector (HEC) enables real-time data ingestion through REST API calls. It's
widely used in cloud-native environments.

A9: Answer: B
Explanation: When the 500MB daily indexing limit is exceeded in Free License, Splunk issues a warning. After
repeated violations (usually 3 or more), some search functionalities may be restricted.

A10: Answer: D
Explanation: In the library analogy, the Forwarder collects the data (books) from various sources (publishers) and
sends them to the Indexer (library storage).

Basic Searching Practice Question
A1: Answer: A

Explanation: A search using a single keyword like error retrieves all events across the default index ("main")
and within the default time range (last 24 hours) where the word "error" appears in the raw data.

A2: Answer: D
Explanation: OR is a valid Boolean operator in SPL. It returns events that contain either "error" or "warning".
Splunk does not support &&, XOR, or THEN in its search syntax.

A3: Answer: C
Explanation: When no time range is specified, Splunk defaults to searching the last 24 hours.

A4: Answer: A
Explanation: The fields command limits which fields are returned in the search results, improving performance
by reducing data volume in the output.

A5: Answer: B
Explanation: The search source="/var/log/messages"” error returns all events from that specific source
file that contain the keyword "error". This is a typical filter-based search.
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A6: Answer: C
Explanation: The NOT operator excludes events that contain the specified keyword. In this case, any event with
"debug" will be excluded even if it contains "error".

A7: Answer: D
Explanation: earliest=-1h latest=now defines a one-hour window ending at the current time, which is the
last 60 minutes.

A8: Answer: C
Explanation: An ad-hoc search is typically used for one-time queries, such as during troubleshooting or
immediate investigation.

A9: Answer: B
Explanation: Specifying an index narrows the search scope and improves performance by reducing the data
volume Splunk needs to scan.

A10: Answer: D
Explanation: CSV (Comma-Separated Values) is the ideal format for spreadsheets such as Microsoft Excel or
Google Sheets because it organizes data in rows and columns.

Using Fields in Searches Practice Question
A1: Answer: D

Explanation: _time is one of Splunk’s default fields, automatically assigned to every event during indexing. Other
default fields include host, source, and sourcetype.

A2: Answer: B
Explanation: The fields command is used to include or exclude specific fields in the search output, which helps
reduce clutter and improve performance.

A3: Answer: A
Explanation: The rename command allows users to give an existing field a new, more meaningful or user-friendly
name in the search results.

A4: Answer: A
Explanation: This eval command creates a new field error_level whose value is "high" if severity is 3 or
greater, otherwise "low".

A5: Answer: C
Explanation: The rex command uses regular expressions to extract field values directly from raw event text,
allowing creation of custom fields on the fly.

A6: Answer: C
Explanation: The Interesting Fields panel appears on the left side of the search interface and shows the most
frequently occurring fields in the search results.
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A7: Answer: B

Explanation: The Field Extractor provides an interactive interface to create field extractions without writing regex,
and it saves those extractions as reusable knowledge objects.

A8: Answer: A
Explanation: The correct syntax to control output fields is the fields command, such as fields host,
source, sourcetype.

A9: Answer: A
Explanation: Once a field is renamed, only the new name should be used in any subsequent commands in the
same search pipeline.

A10: Answer: D
Explanation: This regex pattern captures the value after user= and stores it in a new field called username. The
\w+ matches one or more word characters.

Search Language Fundamentals Practice Question
A1: Answer: A

Explanation: The pipe (|) in SPL connects search commands, passing the output of one command to the next,
creating a pipeline of data processing.

A2: Answer: C
Explanation: In SPL, the comparison operator >= means "greater than or equal to" and is used in field-based
searches.

A3: Answer: D
Explanation: This SPL retrieves all events from the main index that contain "error" and then counts them,
grouped by the host field.

A4: Answer: B
Explanation: This query calculates the average response time per host and sorts the results in descending order
of that average value.

A5: Answer: C
Explanation: The table command formats the output into a table containing only the specified fields. It is used
for presentation, not filtering or sorting.

A6: Answer: C
Explanation: Wildcards must be used in field-value expressions, such as sourcetype=*access*. Using
*error¥* alone is invalid SPL syntax.

A7: Answer: A
Explanation: Parentheses in SPL are used to group expressions and ensure correct evaluation order when
combining AND, OR, and NOT logic.



AAAdemy | https://www.aaademy.com
A8: Answer: D

Explanation: The dc () function returns the number of unique (distinct) values found in the specified field across
all events.

A9: Answer: B
Explanation: The sort +fieldname syntax sorts results in ascending order by that field. To sort descending,
use -fieldname.

A10: Answer: D
Explanation: This query filters for HTTP error codes (400+), counts them per host, sorts the result by count, and
displays the output as a table of host and count.

Using Basic Transforming Commands Practice Question
A1: Answer: C

Explanation: The stats count by host command groups events by the host field and returns the count of
events for each host. It is a commonly used transformation for summary tables.

A2: Answer: A
Explanation: The top command returns the most common values in a given field, along with their count and
percentage.

A3: Answer: D
Explanation: The table command outputs specified fields in a neat tabular format, which is especially useful for
reports and dashboards. It does not perform calculation or filtering.

A4: Answer: D
Explanation: The timechart command is designed for time-series data. It automatically bins events by time and
is often used to create line or area charts.

A5: Answer: B
Explanation: The search calculates the average value of the duration field for each unique host. The result is
a grouped table with host and avg_duration.

A6: Answer: A

Explanation: The rare command displays the least frequently occurring values in a field, often used for anomaly
detection.

A7: Answer: A
Explanation: While both commands aggregate data, chart organizes it in a format better suited for graphical
outputs (columns), whereas stats typically results in row-based summaries.

A8: Answer: D
Explanation: The fields command is used to explicitly include or exclude fields from the output, helping reduce
clutter and improve performance.
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A9: Answer: C

Explanation: The top command shows the most frequent values for a field and includes a count and percent
column by default.

A10: Answer: B
Explanation: This command chain counts events per host, sorts the result in descending order by count, and then
presents it as a table with only host and count columns.

Creating Reports and Dashboards Practice Question

A1: Answer: C

Explanation: Saving a search as a report allows you to reuse the query, schedule it for automatic execution, and
share results with others.

A2: Answer: B
Explanation: Splunk supports exporting report data in formats such as CSV, JSON, and XML. Formats like DOCX
or PPT are not supported.

A3: Answer: B
Explanation: If the scheduled report lacks the required execution permissions, it may not run at all. This is why
setting correct sharing permissions is crucial.

A4: Answer: C
Explanation: Reports typically display static results of a saved search, while dashboards are interactive with
dynamic inputs like tokens and filters.

AS5: Answer: A
Explanation: Tokens such as Shost$S or Sfieldname$ can be linked to dropdowns or text inputs to create
dynamic, user-responsive queries in dashboards.

AG: Answer: A
Explanation: Drilldowns allow users to click on elements like charts or tables to launch new searches,
dashboards, or custom URLs for detailed analysis.

A7: Answer: D
Explanation: Exported reports (e.g., via CSV or public dashboard link) may contain sensitive or raw data. Always
ensure data privacy before sharing externally.

A8: Answer: D
Explanation: Splunk dashboard inputs include dropdowns, text boxes, and date pickers. Image upload is not an
interactive input option in dashboards.

A9: Answer: A
Explanation: The drag-and-drop editor provides a visual way to manage panel layout, resizing, and placement for
better organization and readability.



AAAdemy | https://www.aaademy.com

A10: Answer: B

Explanation: Tokens allow dashboards to dynamically adapt SPL queries based on user selections, enabling
interactive filtering and flexible data views.

Creating and Using Lookups Practice Question

A1: Answer: A

Explanation: Lookups are used to enrich event data by adding fields from an external source like a CSV file or KV
store, such as mapping user IDs to user names.

A2: Answer: C
Explanation: The inputlookup command displays the contents of a lookup file without applying it to event data.
It's used for validation or browsing.

A3: Answer: D
Explanation: OUTPUT will overwrite the existing value in the target field. Use OUTPUTNEW if you want to avoid
overwriting existing fields.

A4: Answer: D
Explanation: Automatic lookups are configured via Settings > Lookups > Automatic Lookups, where you specify
the lookup definition and target sourcetype or index.

A5: Answer: A
Explanation: Lookup sources include CSV files and KV Store collections. JSON arrays are not directly supported
as lookup sources in Splunk.

A6: Answer: C
Explanation: 1ookup adds fields from an external dataset to existing events. inputlookup simply returns the
content of the lookup table without modifying event data.

A7: Answer: B
Explanation: For a lookup to work properly, the field names in the event data and the lookup table must match
exactly, including case if case sensitivity is enabled.

A8: Answer: B
Explanation: OUTPUTNEW ensures that lookup results do not overwrite existing values in the destination field.

A9: Answer: A
Explanation: KV Store lookups are stored in Splunk’s internal NoSQL-like storage and support dynamic writes
and updates via SPL and REST API.

A10: Answer: B
Explanation: Enabling case-sensitive matching means Splunk will only enrich events where the field value’s case
matches exactly with the value in the lookup table.

Creating Scheduled Reports and Alerts Practice Question
A1: Answer: D
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Explanation: Scheduled reports in Splunk are used to automate recurring searches and deliver their results to
stakeholders without manual intervention.

A2: Answer: A
Explanation: Scheduled reports support email delivery and saving files, but running scripts is a feature associated
with alerts, not reports.

A3: Answer: A
Explanation: Throttling prevents alerts from firing too frequently by suppressing subsequent triggers within a
specified time window.

A4: Answer: D
Explanation: Scheduled alerts run at specified intervals (e.g., every 5 minutes or hourly) to check for threshold
conditions.

A5: Answer: C
Explanation: Scheduled reports run based on time intervals, while alerts are triggered based on search conditions
being met.

AG6: Answer: A
Explanation: One of the available alert actions in Splunk is executing a custom script, allowing integration with
external systems or actions.

A7: Answer: B
Explanation: Severity levels help categorize the importance of alerts (e.g., Info, Warning, Critical), aiding in alert
management and response prioritization.

A8: Answer: C
Explanation: You can disable alerts from the Alerts management page to prevent them from triggering without
deleting their configuration.

A9: Answer: D
Explanation: The search counts failed login attempts per user, and the alert triggers if any user exceeds 5 failed
attempts.

A10: Answer: B
Explanation: The scheduled report still runs, but users without proper permissions won'’t be able to view or
download its results.
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